Tutorial truecrypt

Atencao! Sempre fagca um backup antes de usar a criptografia.

1. TrueCrypt € um aplicativo de cédigo aberto para Linux e Windows que cria
volumes criptografados que podem ser montados como unidades virtuais. Esta aplicagao
tem a capacidade de criptografar uma particdo do disco rigido ou pen drive.

2. Instalando o truecrypt

baixe o truecrypt no sitio http://www.truecrypt.org/downloads

3. Abra um terminal, va até a pasta onde foi baixado o TrueCrypt e digite os
seguintes comandos:

# tar -xzvf truecrypt-6.3a-linux-x86.tar.gz
# cd truecrypt-6.3a-setup-x86
# ./ truecrypt-6.3a-setup-x86

4. Para criar uma pasta criptografada Apds instalado o Truecryp, va no menu
acessorios , depois opcao “truecrypt”.

5. Clique no botdo "Create Volume"™ para comecar a criagdo do sua pasta
criptograda, conforme figura abaixo:
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http://www.truecrypt.org/downloads

6. Selecione "Create an encrypted file container” conforme figura abaixo:

TrueCrypt Volume Creation Wizard

TrueCrypt Volume Creation Wizard

@ Create an encrypted file container

Creates a virtual ﬁlscrypted disk within a file. Recommended for
inexperienced uséfs.

More information

O Create a volume within a partition/drive

Formats and encrypts a non-system partition, entire external or
secondary drive, entire USB stick, etc.

7. Selecione a opgao "standard truecrypt volume" conforme figura abaixo:

TrueCrypt Volume Creation Wizard

Volume Type

@® Standard TrueCrypt volume

Select this option if you want to create a normal TrueCrypt
volume.

O Hidden TrueCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you
to solve such situations without revealing the password to your
volume.

More information about hidden volumes

‘ Ajuda | | < Prev ” Next = | |§ancelar|




8. Escolha o nome e o lugar onde o arquivo de senha da pasta criptografada (nao
apague esse arquivo, pois sem ele é impossivel montar a pasta posteriormente).
Clique em “Select File...” conforme mostrado na figura abaixo:

TrueCrypt Volume Creation Wizard

Volume Location

(| | v | |selectFile...

Never save history

A TrueCrypt volume can reside in a file (called TrueCrypt container),
which can reside on a hard disk, on a USB flash drive, etc. A
TrueCrypt container is just like any normal file (it can be, for
example, moved or deleted as {?y normal file). Click 'select File
to choose a filename for the container and to select the location
where you wish the container to be created.

WARNING: If you select an existing file, TrueCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
TrueCrypt container. You will be able to encrypt existing files (later
on) by moving them to the TrueCrypt container that you are about
to create now.
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9. Selecione o local e digite o nome do arquivo, conforme mostrado na figura abaixo:
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10. Selecione o algoritmo de criptografia que sera usado. No caso vamos usar o algoritmo
AES e para geracgao da chave criptografica (hash) utilizarei o RIPEMD-160 por se tratar de
um algortimo que gera chaves fortes, conforme mostrado na figura abaixo:.

TrueCrypt Volume Creation Wizard

Encryption Options

Encryption Algorithm
| AES 3| Test

FIPS-approved cipher (Rijndael, published in 1998) that may be
used by U.S. government departments and agencies to protect
classified information up to the Top Secret level. 256-bit key, 128-
bit block, 14 rounds (AES-256). Mode of operation is XTS.

More information on AES

Hash Algorithm
| RIPEMD-160 = ‘ Information on hash algorithms

[ l

‘ Ajuda ‘ ‘ < Prev ” Next = ‘ ‘Qancelar

11. Selecione o tamanho que vocé deseja que o seu drive (sua pasta) possua.

TrueCrypt Volume Creation Wizard

Volume Size

' 100 [mB 2
Free space available: 33,4 GB

Please specify the size of the container to create.

If you create a dynamic (sparse-file) container, this parameter will
specify its maximum size.

Note that the minimum possible size of a FAT volume is 275 KB.
The minimum possible size of an NTFS volume is 2829 KB.

Ajuda ‘ | < Prev ” Next = | ‘Qancelar




12. A janela seguinte € a "Volume Password", digite uma senha grande com alguns
caracteres especiais tais como: arroba, misturar letras maiusculas e minusculas, numeros,
pode ser uma frase para facilitar. (Nao esqueca essa senha). Depois clique em “Next”
conforme figura abaixo:

TrueCrypt Volume Creation Wizard

Volume Password

Password: [_.......

Confirm password: @9eeeee|

] Display password

[ Use keyfiles

Itis very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be
found in a dictionary (or a combination of 2, 3, or 4 such words). It
should not contain any mames or dates of birth. It should not be
easy to guess. A good pdssword is a random combination of upper
and lower case letters, numbers, and special characters, such as @
~ = $* + etc. We recommend choosing a password consisting of
more than 20 characters (the longer, the better). The maximum
possible length is 64 characters.

Ajuda ‘ | < Prev ” Next = ‘ ‘gancelar

13. A tela a seguir informa que a senha ¢ pequena, convém mudar para uma senha mais longa e
forte, a tela sugere que a senha tenha 20 caracteres, podera prosseguir mesmo assim se preferir.

E TrueCrypt X

WARNING: Short passwords are easy to crack using brute

: ] : force technigues!

We recommend choosing | password consistfqg of more than
20 characters. Are you sure you want to use a short password?




14. Selecione o sistema de arquivos “Filesystem type” conforme figura abaixo:

TrueCrypt Volume Creation Wizard

Format Options

Filesystem Options.
Filesystem type: | Linux Ext3 =

r\.l’olume Format Options.

In order to enable your operating system to mount your new
volume, it has to be formatted with a filesystem. Please select a
filesystem type.

If your volume is going to be hosted on a device or partition, you
can use 'Quick format' to skip encryption of free space of the
volume.

| Ajuda | | < Prev ” Next > | |§ancelar|

15. Selecione a op¢ao “I will mount the volume only on linux” para usar somente no sistemas
linux, conforme figura abaixo:

TrueCrypt Volume Creation Wizard

Cross-Platform Support

© 1 will mount the volume on other platforms
Choose this option if you need o use the volume on other
platforms.

® 1 will mount the volume only on Linux

Choose this option if you do not need to use the volume on
other platforms.

N
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16. Na proxima tela vocé deve ficar mexendo o mouse pra 1a e pra c4 em cima do programa
truecrypt, perceba que em quanto vocé faz isso os dados que aparecem ali vao mudando isso serve para
gerar dados aleatdrios para aumentar a seguranga da chave, quanto mais tempo e mais vezes mexer no
mouse, mais forte a chave ficara. Depois clique em format para *"Format™~ conforme figura abaixo:

TrueCrypt Volume Creation Wizard

Volume Format

{ Random Pool: C5831C83C13CE6GBBDEOCCALAZD. . Show
Header Key:
Master Key:

I [ [zeor_] |

Done | | Speed | | Left | |

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic st h of the encryption keys. Then
click Format to create the volunfe.

| Ajuda | | < Prewv || Format | |§ance|ar

17. O volume comega a formatagdo, conforme figura abaixo:

Qui 17 Jun, 10:12 melo
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Volume Format

[ Random Pool: 9A%9910871a16CEA2BETD52D9E7. . Show
Header Key: 59CF9F6541CFODB289C8170427. .
Master Key: 9050F856D8F435DAEA3842EF1S5. .

— e ]

Done [100,000% | Speed [25MB/s | Left[0s \

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
click Format to create the volume.
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18. Serd pedido a senha do administrador do linux, conforme figura abaixo:

Administrator privileges required

Enter your user password E;r administrator password:

| Cancelar | oK

19. A pasta criptografada foi criada com sucesso, conforme figura abaixo:

E TrueCrypt X

6 The TrueCrypt volume has been chcessfully created.

oK

20. Clique em “Exit” para sair, conforme figura abaixo:

TrueCrypt Volume Creation Wizard

Volume Created

The TrueCrypt volume has been created and is ready for use. If you
wish to create another TrueCrypt volume, click Next. Otherwise,
click Exit.

Auda | | <pPrev | Next> | | Exit




21. Apos a pasta ter sido criada € necessario montar, clique em um dos slot, depois em SelectFile...
conforme figura abaixo:

TrueCrypt

Volumes Key Favorites Tools Settings Help

Slot | Volume Size | Mount Directory |Type
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22. Selecione o arquivo o qual foi salvo anteriormente no item 9 deste tutorial. conforme
figura abaixo:
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23. Clique em mount, conforme figura abaixo:

: E TrueCrypt

Volumes Keyfiles Favorites Tools Settings Help

Slot | Volume Size | Mount Directory |Type
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Never save history
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Mount ‘ Auto-Mount Devices Dismount All Exit
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24. Para proceder a montagem do driver criptografado (pasta criptografada), devera surgir a janela
solicitando a senha de acesso gerada no processo de criacdo pasta (item 9 deste tutorial) e a senha do
administrador linux, conforme figura abaixo:

Administrator privileges required

Enter your user password [\g administrator password:

‘ Cancelar ‘ oK




25. Finalmente, podera acessar a pasta protegida como qualquer outro HD , adicionando
arquivos que serao protegidos no drive truecryptl, conforme mostrado na figura
abaixo:
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26. Para desmontar ¢ necessario estar como root. Use somente o software truecrypt para
desmontar, caso contrario aparecerd a mensagem conforme figura abaixo:

'I'Fi‘.' 7
é Nao foi possivel desmontar tﬁuecryptl

umount: /media/truecryptl ndo esta na fstab (e vocé ndo é root)




27.Agora vamos desmontar o drive criptogrado (considere essa agdo obrigatorio para evitar perder
dados). Clique em ""Dismount”” conforme figura abaixo:

TrueCrypt

Volumes Keyfiles Fawvorites Tools Settings Help
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e 1 fdev/sdbl 1,9 GB /mediaftruecryptl Normmal =
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Obs: Do item 1 ao 27 foi mostrado como criar uma pasta criptografada.
Daqui em diante sera mostrado como criptografar um pendrive ou particao do disco,
pois os procedimentos para os dois casos sao 0s mesmos.

28 Para criar uma pasta criptografada Apos instalado o Truecryp, va no menu
acessorios , depois opgao “truecrypt”.

29. Clique no botdo "Create Volume" para um pendrive ou particdo criptograda,
conforme figura abaixo:

: E TrueCrypt

Volumes Keyfiles Favorites Tools Settings Help

Slot | Volume Size | Mount Directory | Type
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30. Clique em "'Create a volume within a partition/drive”’, conforme figura abaixo:

TrueCrypt Volume Creation Wizard

TrueCrypt Volume Creation Wizard

O Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users.

More information

® Create a volume within a partition/drive

Formats and encrypts a non-system partition, entire external or
secondary drive, entire USB stick, etc.

< Prev Next > | ‘gancelar




31. Selecione opg¢ao “*Stardard TrueCrypt volume’” conforme figura abaixo:.

TrueCrypt Volume Creation Wizard

Volume Type

@® Standard TrueCrypt volume

Select this option if you want to create a normal TrueCrypt
volume.

O Hidden TrueCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you

to solve such situations without revealing the password to your
volume.

More information about hidden volumes

N

| Ajuda | | < Prev || Next = | |§ancelar

32. Clique em ““Select Device...”” conforme figura abaixo:

TrueCrypt Volume Creation Wizard

Volume Location

| | v | [select Device...

Never save history

A device-hosted TrueCrypt volume can be created within a hard
disk partition, solid-state drive, USB memory stick, and other
storage devices.

WARNING: Note that the partition/device will be formatted and all
data currently stored on it will be lost.

| e | o |




33.. Selecione o pendrive conforme figura abaixo:

Seie:t a Partiiinn or Devi:e

Device | Size | Mount Directory | |
e [dev/isda: 74,5 GB
fdev/sdal 715GB /
jdev/sdas B 3,1GB
e fdev/sdb: 1,9 GB
sl 1,968 /media/pendrive
Cancelar | | oK

34. Clique em "“Next’” conforme figura abaixo:

Volume Location

[_{Eewsdbl |v| Select Device...

Never save history

A device-hosted TrueCrypt volume can be created within a hard
disk partition, solid-state drive, USB memory stick, and other
storage devices.

WARNING: Note that the partition/device will be formatted and all
data currently stored on it will be lost.

| Ajuda | | < Prev || Next > | |Qancelar




35. Clique em Sim, conforme figura abaixo:

36. g. coloque a senha do administrador (senha de root) conforme figura abaixo:

TrueCrypt X

IMPORTANT: We strongly recommend that inexperienced users
create a TrueCrypt file container on the selected device/
partition, instead of attempting to encrypt the entire devicef
partition.

When you create a TrueCrypt file cnrthiner (as opposed to
encrypting a device or partition) there is, for example, no risk
of destroying a large numbk:r of files. Note that a TrueCrypt file
container (even though it contains a virtual encrypted disk) is
actually just like any normal file. For more information, see
the chapter Beginner's Tutorial in the TrueCrypt User Guide.

Are you sure you want to encrypt the entire device/partition?

| Mao || Sim

Administrator privileges required X

37. Clique em Sim para formatar, conforme figura abaixo: (certifique-se de ter feito

Enter your user password o k‘: dministrator password:

| Cancelar | | (0] 4

backup dos dados antes).

E

TrueCrypt X

WARNING: Formatting of the device will destroy all data

i' _ i on filesystem ‘/media/pendrive’.

Do you want to continue?

N
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38. Escolha o algoritmo de encriptacdo e o algorimo de hash logo abaixo (se preferir, deixe
o padrao ) coforme figura abaixo:

TrueCrypt Volume Creation Wizard

Encryption Options

Encryption Algorithm

| AES $ | Test

FIPS-approved cipher (Rijndael, published in 1998) that may be
used by U.S. government departments and agencies to protect
classified information up to the Top Secret level. 256-bit key, 128-
bit black, 14 rounds (AES-256). Mode of operation is XTS.

More information on AES

rHash Algorithm 'l:? ]
| RIPEMD-160 = | Information on hash algorithms
Ajuda ‘ ‘ < Prev H Next > | | Cancelar

39. Digite a senha para criptografar o pendrive, a qual sera usada para monta-lo posteriormente.

TrueCrypt Volume Creation Wizard

Volume Password

Password: ||

Confirm password: [ ]

[ Display password

[ Use keyfiles

It is very impartant that you choose a good password. You should
avoid choosing one that contains only a single word that can be
found in a dictionary (or a combination of 2, 3, or 4 such words). It
should not contain any names or dates of birth. It should not be
easy to guess. A good password is a random combination of upper
and lower case letters, numbers, and special characters, such as @
~ = % * + etc. We recommend choosing a password consisting of
more than 20 characters (the longer, the better). The maximum
possible length is 64 characters.

s ] [<Ew | o




40. A tela a seguir informa que a senha é pequena, convém mudar para uma senha mais longa e
forte, a tela sugere que a senha tenha 20 caracteres, podera prosseguir mesmo assim se preferir.

=

Pt

WARNING: Short passwords are easy to crack using brute

force techniques!

We recommend choosing a password consis!ﬁg of more than
20 characters. Are you sure you want to use a short password?

TrueCrypt X

| Nao | Sim

41. Agora vamos 'formatar' nossa pendrive/partigdo, escolhendo o sistema de arquivos
(Filesystem type ) . Pode optar pela formatagao rapida (Quick format) conforme figura abaixo:

TrueCrypt Volume Creation Wizard

Format Options
Filesystem Options I

Filesystem type: “

Volume Format Options )
[ Quick format

In order to enable your operating system to mount your new
volume, it has to be formatted with a filesystem. Please select a

filesystem type.

If your volume is going to be hosted on a device or partition, you
can use 'Quick format' to skip encryption of free space of the
volume.

N

‘ Ajuda ‘ ‘ < Prev H Next = ‘ |§ancelar‘




42. Cligue em " “Format’~ para iniciar a formatacao, conforme figura abaixo:

TrueCrypt Volume Creation Wizard

Volume Format

[ Random Pool: 07E0A3EE274EAALSFS513E64236. . Show
Header Key:
Master Key:
Done | | Speed | | Left | |

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
click Format to create the voluthe.

| Ajuda | | =< Prev ” Format ‘ |gancelar|

43. A seguir ¢ informado que o dados do pendrive serdo apagados, certifique que fez
backup do dados e clique em sim para continuar, conforme figura abaixo:

E TrueCrypt x

DEVICE '/dev/sdbl" WILL BE ERASED AND LOST (THEY WILL

CAUTION: ALL FILES CURRENTLY STORED ON THE SELECTED
m NOT BE ENCRYPTED)!

Are you sure you want to proceed with format?

b | Nao | Sim

44, Pendrive criado com sucesso, conforme figura abaixo:

E TrueCrypt X

6 The TrueCrypt volume has been successfully created.

N




45. clique em ""Exit”" para sair, conforme figura abaixo:

TrueCrypt Volume Creation Wizard

Volume Created

The TrueCrypt volume has been created and is ready for use. If you
wish to create another TrueCrypt volume, click Next. Otherwise,
click Exit.

N

| Auda | | <Prev | Next> | | Exit |

46. Montando o pendrive (para montar ou desmontar sera sempre usado o truecrypt).

Clique no slot, depois selecione o dispositivo (Selecte Device...), conforme figura
abaixo:

TrueCrypt

Volumes Keyfile ite s Settings Help

Slot | Volume Size | Mount Directory ‘Type

B
e 1 A
2 '
e 3
a4
g 5
e B
g 7
e B
e O
ag 10
e 11

e 12

]

‘ Create Volume ime Properties l [ Wipe Cache |

Volume

E | [dev/sdbl |v|[ selectFile.. | |
I ERer ek | Volume Tools... | | Select Device... |

[

T | T |
Mount Auto-Mount Devices ‘ Dismount All ‘ ‘ Exit ‘




47. Clique em ""Mount"’, conforme figura abaixo:

TrueCrypt

avorites Tools Settings Help

Slot | Volume Size | Mount Directory Type

w10
s 11

w12 v

| Create Volume | Volume Properties Wipe Cache |

Volume

N
/devjsdbl v || SelectFile.. | |
Never save history

| Volume Tools... | | Select Device... |

[

I I |
Mount Auto-Mount Devices ‘ Dismount All ‘ ‘ Exit |

48. Digite a senha criada anteriormente, conforme figura abaixo:

Enter password for "/dev/sdb1"

Password: | | OK

] Cache passwaords and keyfiles in memory Cancelar

[ Display pa sswurb

Ll Use keyfiles | Keyfiles... Options =




49. O drive criptografado nesse caso ficou montado no caminho /media/truecryptl (veja
na figura abaixo), o qual poderd ser acessado diretamente pelo Meu Computador.

TrueCrypt ficara residente no sistema, bastando um clique no respectivo icone para
surgir novamente € caso seja a intencao, poderd r desmontar o volume clicando no botdo “"Dismount”™”
conforme figura abaixo:

' E TrueCrypt

Volumes Keyfiles Favorites Tools Settings Help

Slot | Volume Size | Mount Directory Type
e 1 [dev/sdbl 1,9 GB /mediaftruecryptl Normal =

w2 I
g 3

a4

igw 5
@ b
g 7
san B
e 9
s 10
s 11

|- 12 bl

| Create Volume Volume Pmperties...| Wipe Cache

Volume

| /dev/sdbl v || SselectFile.. ||
E Never save history

| Volume Tools... | | Select Device... |

(

I : [ ; ]
Dismount All Exit

I
Dismount ‘ Auto-Mount Devices

50. Nao tente montar o pendrive/particdo cryptografada sem o truecrypt, caso contrario
aparecera a mensagem de erro conforme figur abaixo:

é Nao foi possivel montar pendrive

mount: ndo foi possivel determinar o tipo do sistema
de arguivos e nenhum foi especificado

N




